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Offline Risk Analysis

Get insight of your current SAP SoD and critical access risks

Why Run An Offline Analysis?

Has your organization debated whether it's time to
introduce tools into your SAP risk management strategy?
The offline analysis supports the organizations internal
discussion by delivering concise facts on which to evaluate
the size of the issue and whether it should be an urgent
priority. In itself, the offline analysis does not enable the
organization to start the work with reducing their risks, but
by running the offline analysis, the internal business case for
establishing an SoD process can get a very strong foundation
that is easy to communicate to stakeholders.

Do you know if your SAP environment is exposed to SoD
risks? The offline analysis can help answer this question with
minimal time investment. The offline analysis provides a
comprehensive summary overview of SoD risks and critical
access risks, enabling your organization to determine
whether these issues are prevalent and require attention.

What Risks Does The Analysis Check Against?

ComplianceNow's risk library was developed as a proprietary asset of

CN Access Control (the ComplianceNow SAP SoD tool). The primary aim CN Risk Library Coverage
of the risk library is to address common SAP risk areas, including SAP
Security, SAP Basis, HR/Payroll, Finance, Procure to Pay, Order to Cash, Basis

9 Finance

and Quality Management — and is applicable across various industries. 22

The risk library covers 154 SoD risks and 86 critical access risks.

Critical Access Risks
The CN Risk Library is reviewed annually by PwC to ensure alignment
with current best practices. Any findings or recommendations from the
audit are incorporated into the ruleset as part of the continuous
updates.

Order to Cash
33

Quality Management
14 Procure to Pay

64

Output Results Dependencies

e Complete summary report of all SoD risks and
Critical Access risks in the system by group.

e Detailed summary report detailing amount of
roles which have each risk.

e Details on individual risk - only first 5 in each
group is shown.
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